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Abstract: 

The nodes in mobile ad hoc networks communicate wirelessly with each other. The wireless nature of the communication makes 

nodes susceptible to various kinds of attacks such as black hole attack, worm hole attacks, denial of service attacks etc. In present 

work, the paper aims at detection and prevention of the wormhole attack. In wormhole attack, the attacker nodes form a tunnel. As a 

result, the length of the path between source and destination is shortened in terms of the hop count. The source node has to select the 

path containing lowest hop count, and when the data is received by the wormhole nodes on the path the nodes drop the packets 

coming to them. This hampers the performance of the network in terms of packet drops, packet delivery ratio and throughput. This 

paper is an extension to the bait scheme which was earlier used to detect the black hole attacks. The performance of the network has 

been considered under wormhole attack and then after its detection and prevention. 
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I. INTRODUCTION 

 

A Mobile Ad-hoc network is made up of number of wireless 

mobile nodes that can communicate with one another directly or 

indirectly without any need of a network infrastructure or any 

centralized administration. In Mobile Ad-hoc network, number 

of mobile users can communicate over relatively bandwidth 

constrained wireless links so it is a self-directed network. 

Network topology changes dynamically because the nodes are 

mobile and it is difficult to retract them over time. Mobile Ad-

hoc network is distributed network in which all activities of 

network are executed by the nodes themselves; activities 

performed by the network like to adapt topology and delivery of 

messages etc. i.e., all routing functionality is merged into mobile 

nodes. There are two types of communication: direct and 

indirect; in direct communication, nodes that are in radio range 

of one another can interact with each other directly while in 

indirect communication, nodes interact with each other with the 

help of intermediate nodes in order to route their packets. 

Wireless interface is used through which each node 

communicates. Because the network is fully distributed, so no 

fixed infrastructure is used as access points and base stations i.e. 

it can work without any fixed infrastructure. The topology of the 

network keeps on changing as nodes used are mobile nodes, so 

they enter and leave the network continuously. One of the 

important research areas in MANETs is establishing and 

maintaining the ad hoc network with the help of routing 

protocols. Secondly these are ad hoc networks so any node can 

enter into the network or leave the network. This prompts many 

malicious activities by illegal users thus giving rise to many 

attacks. This papers takes into light the wormhole attack in the 

network. The wormhole attacks pretend to have shortest path in 

the network by creating the tunnel between them stretching 

equivalent to many hops in the network.This paper presents the 

brief survey of the existing techniques related to wormhole 

attacks’ detection/prevention in mobile ad hoc networks in 

section II. Then section III defines the bait destination based 

detection and prevention of the wormhole attacks in the 

network. 

 

II. LITERATURE SURVEY 

 

1. Dhruvi Sharma et.al.in 2016 (Springer) describes 

Prevention of Wormhole Attack Using Identity Based 

Signature Scheme in MANET 

This paper throws light on wormhole attack that is vulnerable 

attack in which two or more malicious nodes form a tunnel like 

structure to relay packets themselves. This type of attack may 

cause selective forwarding, fabrication and alteration of packets 

being sent. In this paper, an identity based signature scheme 

along with clusters is proposed for protecting network from 

wormhole attack. The proposed scheme does not require 

distribution of any certificate among nodes so it decreases 

computation overhead. Cluster based architecture is used in 

which cluster heads are chosen in such a way that they cannot be 

malicious. This scheme operates in three phases. Simulation 

results show the improved performance of proposed scheme in 

terms of throughput, packet delivery ratio and end-to-end delay. 

2. ElhamZamani et.al.in 2016 (Hindawi) describes The 

Improved Overhearing Backup AODV Protocol in MANET 

In this paper, authors present a new protocol named M-AODV 

which is a type of overhearing backup protocol based on AODV. 

After that, security of proposed protocol is assessed, the authors 

simulate both protocols (M-AODV and AODV) under black 

hole and wormhole attacks, using no security solution. The 

proposed protocol is based on overhearing the neighbours and 

constant comparison of the information of main and alternative 

tables and proposed protocol is found to be safe and some 
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attacks are tested on it. Wormhole attack is detected by 

overhearing the nodes. The results show that M-AODV has been 

improved in terms of packet delivery ratio, and the delay has 

been reduced as well, but the amount of overhead had been 

increased. M-AODV also improves the quality and security of 

networks. When security measures are taken, the proposed 

method has attributes such as overhearing, immediate updating, 

local repair, and two routing tables. It is assumed that the 

proposed protocol may act like some other secure methods, such 

as neighbour overhearing (NEVO) and Packet Travel Time 

(PTT), which have some of these features as well and may be 

secure against some attacks. Thus, in simulations, the proposed 

protocol is proved to be secure against wormhole and black hole 

attacks. 

3. Amit Kumar et.al.in 2015 describes A Parameter 

Estimation Based Model for Worm Hole Preventive Route 

Optimization 

In this paper, in order to provide safe communication, authors 

present communication parameter based analysis model. 

Wormhole attack is one such attack in which two or more nodes 

can collectively access the bandwidth and communication can 

be perturbed. In this paper, a wormhole infected network is 

defined and in order to perform the reliable communication in 

attacked network the work model is offered. Network model is 

generated for optimizing the communication to identify the safe 

communication node. The authors also discuss how to generate 

the safe path in attack based mobile network. Finally, the 

presented model has provided the optimized parameter adaptive 

communication. Results show the improved performance of 

model in terms of the communication throughput and reduced 

the loss. 

4. Ashish Kumar Jain et.al.in 2015 (GJMS) describes Trust-

based Solution for Wormhole Attacks in Mobile Ad hoc 

Networks 

In this paper, authors conceive the idea of calculating trust 

values of nodes in order to find malicious or legitimate nodes in 

the network. Authors propose how to defend against wormhole 

attack using combination of parameters like energy, number of 

connections and buffer length of a node. Based on these 

parameters trust value of a node is computed. Then this trust 

value of node is compared with threshold value of network trust. 

Based on this comparison it can be found that whether that 

selected node is either malicious or legitimate. The proposed 

methodology consists of two phases: First of all, do analysis of 

network parameter and threshold computation and secondly the 

security implementation on the existing routing protocol. Results 

are analysed by extending AODV protocol and the performance 

of the proposed routing protocol is evaluated and compared with 

the AODV under attack. According to the comparative outcomes 

the performance of the proposed trust based security approach is 

much efficient and adoptable against wormhole attacks in 

MANET. 

5. Rajan Patel et.al.in 2015 (IEEE) describes Defending 

Against Wormhole Attack in MANET 

In this paper, survey is done on various techniques used for 

detection of wormhole attack and authors propose an approach 

for detection and prevention of wormhole attack. A proposed 

approach for defending against wormhole attack is based on the 

Hash based Compression Function (HCF) which is actually 

using any secure hash function to compute a value of hash field 

for RREQ packet and proposed approach looks very promising 

compared to other solutions proposed in literature. 

6. Dhruva Patel et.al.in 2015 describes A Brief Analysis on 

Detection and Avoidance Techniques of Wormhole Attack in 

MANET 

This paper describes how different security layers are influenced 

by various security threats. MANET is susceptible to various 

threats due to its mobility and self-routing nature so, different 

layers in network can be infected by different attacks. There are 

number of attacks and each attack has its own impact on 

different layers like some can cause harm to particular network 

layer only while others can attack other layers i.e. it depends on 

the nature of attack how it reacts. Now, Wormhole attack is a 

network layer attack which can completely disturb the 

communication channel and it is found to be very serious threat 

among all attacks. In this paper, authors throw light on 

wormhole attack and various existing detecting and preventing 

techniques are discussed. In those techniques, wormhole attack 

is detected using AODV and DSR routing protocols. And it is 

recommended to use other routing protocols like TORA, ZRP 

for detecting wormhole attack. 

7. Juhi Biswas et.al.in 2015 describes WADP: A Wormhole 

Attack Detection and prevention Technique in MANET 

using Modified AODV routing Protocol 

In this paper, AODV routing protocol is modified in order to 

detect and prevent wormhole attack in real world MANET and 

Wormhole Attack Detection and Prevention Algorithm (WADP) 

is implemented on this modified AODV. In order to detect 

malicious nodes in the network and to remove false positive 

problem node authentication mechanism is used. Moreover, 

simulation results show that node authentication not only 

removes false positive but also helps in mapping exact location 

of wormhole and is a kind of double verification for wormhole 

attack detection. This algorithm does not use any special 

hardware for detecting wormhole attack. 

8. Kapil Raghuwanshi et.al.in 2015 describes an Enhanced 

Integrated Solution for Identification and Elimination of 

Wormhole Attack in MANET 

In this paper, authors take an initiative to solve or minimize the 

impact of wormhole attack by devising a solution which can 

sense the wormhole presence in the initial route setup stage. This 

solution is based on hop count study approach i.e. hop count is 

used as a parameter for distinguishing paths containing 

wormhole tunnel. Hop count analysis is used to identify 

malicious nodes. Simulation of the proposed work is done in the 

presence of wormhole attack in different node and traffic 

scenarios. According to simulation results proposed technique 

shows superior performance as PDR and throughput increases 

however, “average end-to-end delay” also increases. In the 

analysed scenario, it is found that the MAODV has a superior 

performance then AODV. Modified AODV is suitable for 

detection and prevention of wormhole attack. It improves the 

Packet delivery ratio under attack conditions, with a minimal 

decrease in throughput and acceptable increase in end-to-end 

delay. 

9. S.B. Geetha et.al.in 2015 describes Evaluating the 

Research Trends and Techniques for Addressing Wormhole 

Attack in MANET 

In this paper, authors survey on various mitigating techniques of 

wormhole attack. This paper presents a state-of-art study of 

existing survey papers and potentially focused on techniques for 
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detection and prevention of wormhole attack in MANET. 

Finally, the study also suggests some of the significant findings 

as well as research gap that stand as prime contribution of the 

proposed paper. According to authors techniques for mitigating 

wormhole attack are still at beginning stage and much 

effectiveness as well as novelty in wormhole attack modelling 

techniques are not yet introduced till date. Extensive 

investigation about the security algorithm is higher required that 

can model the malicious behaviour of wormhole attack in 

MANET. 

 

10. Swagata Singha et.al.in 2015 (IEEE) describes Detection 

and Elimination of the Topological Threats in Mobile Ad hoc 

Network: A New Approach 

In this paper, robust security is designed in order to prevent the 

network from various attacks. In order to mitigate the attacks 

against MANET, various approaches have been proposed with 

different cryptographic solutions but in most of those specific 

security threats are taken into consideration. In this paper, 

authors focus on topology orientation and energy efficiency of 

nodes in the ad hoc network. This paper throws light on different 

types of attacks such as black hole, wormhole, gray hole, 

jellyfish attack and impersonation/spoofing that can occur in 

MANET. Authors propose a secure algorithm based on 

cryptography that is helpful in preventing the network from all 

types of attacks. The algorithm comprises of four phases: 

authentication, authorization, detection and elimination. Hence, 

algorithm is designed in such a way that it would secure the 

topology of networks. 

 

III. PROPOSED WORK 

 

In order to detect and prevent the wormhole nodes in the 

network the proposed technique will use the concept of the bait 

destination node only. It works in the following way: 

 First the source node will randomly choose one of its 

neighbors as the bait destination address. 

 Now the source will broadcast the bait route request in 

the whole network. 

 Case 1. Considering the neighbor is not the wormhole: 

Source will have the reply from the neighbor itself whose 

address was used to send the bait route request. 

And the source will also have a reply from the wormhole nodes 

that have created the tunnel in the network. 

 Case 2. Considering the neighbor is the wormhole: 

In this case second pair with which tunnel has been created by 

the bait destination node will be located somewhere in the 

network. 

The source node will receive only one reply but in this reply the 

path to bait destination will be going through some other node 

(this node will be second wormhole pair). 

 Since the node is one hop neighbor of the source node, 

so the reply must not have hop count greater than one 

in both the cases. This means that the reply that came 

from the nodes is false claiming path to destination and 

having hop count of more than one is false. And source 

node will put the nodes in the suspected list. 

 Now next step is to find out which nodes in the path are 

malicious nodes. 

 For this the source node will send few test packets over 

the path and if the packet drops occur on any of the 

node, the source node will put that node as well as the 

predecessor node in the malicious node list. 

 Source will now send the original destination route 

request. Along with route request, it will inform the 

nodes to not communicate with the malicious nodes. 

 Now the normal communication will resume over the 

new path. The new path will not contain any wormhole 

nodes in it. 

 

V. RESULTS 

 

The proposed technique was implemented in NS2.35 which is 

open source simulator and is used for simulating various kinds 

of networks such as wireless sensor networks, mobile ad hoc 

networks and vehicular ad hoc networks. The simulation 

parameters used in the work are defined below: 

 

Table.I. Parameters used to simulate the network 

Parameter Value 

Channel Wireless 

Propagation Model Two Ray Ground 

Mobility Model Random Way Point 

Routing Protocol DSR 

Number of nodes 50 

Mac 802.11 

Antenna Omni Directional 

Initial Energy 60 Joules 

Network Area 1000m * 1000m 

Queue CMU 

The performance of the network was analyzed on the basis of 

packet delivery ratio, packet drop count and throughput. While 

PDR would represent the percentage of the packets successfully 

delivered in the network, the packet drop count will show 

exactly as to how much packets are being dropped in the 

network. Similarly, the throughput represents the amount of data 

received at the destination node per unit of time. 

 

 
Figure1. PDR Comparison 
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Figure.2. Packet Drop Count Comparison 

 

 
Figure.3. Throughput Comparison 

 

VI. CONCLUSION AND FUTURE WORK 

 

This study proposed an extension to cooperative bait detection 

scheme which was earlier used to detect the black hole attackers 

in mobile ad hoc networks. In this scheme, the worm hole 

attackers have been detected and prevented successfully. The 

performance of the network has first been considered under the 

presence of worm hole attack and then after applying the 

proposed scheme. The parameters that were used for comparison 

were packet delivery ratio, number of packet drops and 

throughput. All these parameters showed an improvement. In 

past, many of the researchers have worked upon the detection 

and prevention of the wormhole attack. So the efficiency of this 

scheme can be checked out by comparing it against other 

schemes. 
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